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1
Decision/action requested

This document discusses the overall conclusions AKMA. SA3 is kindly requested to endorse this doc.
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Rationale
The AKMA TR (TR 33.835 [1]) has progressed to a point where drawing conclusions becomes necessary. In order to close the study timely and with a good solution design, a multiple step approach should be taken. One step in the approach is proposed by CMCC by categorizing the key issues and showing their dependence. A further step should be to reach agreements on some basic design principles so that the depending key issues become easier to solve.

In this paper, we propose two design decisions:

1)
The KAUSF is reused for AKMA.

2)
Solution #2 is used as a basis for the architecture

One aspect that is of particular relevance here is that when the 5G Security Architecture was designed, it was decided to have an option to keep a key in the home network for further services, such as GBA and BEST. Now that AKMA is being discussed, this key can be leveraged if the architecture is well designed. In this paper, therefore, we propose a way forward that enables operators to leverage the presence of the home network key KAUSF.

4
Detailed proposal

4.1
Reusing KAUSF
One aspect that is of particular relevance here is that when the 5G Security Architecture was designed, it was decided to have an option to keep a key in the home network for further services, such as GBA and BEST. Now that AKMA is being discussed, this key can be leveraged if the architecture is well designed. 

The impacts on the system are quite minimal. The AUSF and UE will have to be configured to store the key, which is a capability that already exists in release-15. Also, some fall back mechanism may be necessary in case the AUSF or UE don’t have the key, e.g. because the UE is connected to a non-5G network. In such a case, the AUSF could simply trigger a new authentication for the purposes of AKMA.

The advantages are that no separate authentication is necessary which leads to a reduction in core network signalling.

Proposal: Keys for AKMA will be derived directly from KAUSF without the need for a separate authentication.
 4.2
Anchor function
The above requirement will only work if the anchor function for AKMA is connected to the AUSF and not to the UDM. As such, we propose to use the architecture from solution #2 as the basis for AKMA. For specific procedures, the solutions #15, solution #19, and solution #20 can be reused. Specific parts of solution #16 can be used with modifications to remove the dependency on KSEAF.

Concluding, there is more than sufficient material available in the AKMA TR to start working on a converging solution based on the architecture from solution #2.

Proposal: Use solution #2 as the basis for further work on the architecture.
5
Summary
SA3 is kindly requested to agree to the above two proposals in order to progress the work on AKMA.
